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Warum der Schutz der Benutzerinnen und Benutzer

erfolgskritisch ist!
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EIN PAAR STATISTISCHE
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Quelle: 2021 Data Breach Investigations Report (Verizon)
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Beispiel: Schutzmassnahme
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Quelle: DIIN
Monatsreporting September

> E-Mails werden abgewiesen, sobald sie von einem nicht vertrauenswiirdigen
Absender kommen, eine Bedrohung darstellen (Spam, Viren, Phishing) oder

unerwiinschten Inhalt aufweisen.
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Z Von Ransomware im 2021
betroffene Organisationen

75%
88% | |

Quelle: The State of Ransomware 2022 (Sophos)
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respondents
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countries

Financial services (444 |
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employee organizations
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research conducted
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Nicht immer konnen Daten
wiederhergestellt werden

that paid the

ransom got
ALL their
data back
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Fir die Entschlisselung der Daten hatte die Hackergruppe BlackCat finf

Fal I belsplel . Millicnen Euro von der Landesregierung Karnten verlangt.

RANSOMWARE-ANGRIFF AUF DIE
LANDESREGIERUNG KARNTEN
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Auswirkung
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Eintrittswahrscheinlichkeit
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Das Ransomware-Risiko: Was ist passiert?

2021 =
Ransomware V2

2022-Q2:
Systematische
Angriffe auf
Regierungs-
organisationen

‘ informatik.lu.c/



“LUZERN

KANTON
LUZERN

2021 = Ransomware V2

$4.62m

Average
total cost of a
ransomware breach

Ransomware and destructive
attacks were costlier than
other types of breaches.

million, more expensive than the average data breach
($4.24 million). These costs included escalation,
notification, lost business and response costs, but did
not include the cost of the ransom. Malicious attacks

that destroyed data in destructive wiper-style attacks
cost an average of $4.69 million. The percentage of
companies where ransomware was a factor in the
breach was 7.8%.

Quelle: Cost of a Data Breach Report 2021 (Ponemon)

V2 = Double Extortion:
1. Daten sind verschlusselt
2. Daten werden auf Darknet
verkauft
« RaaS = Ransomware as a
Service:

* Professionelle kriminelle
Organisationen

» Ausgereifte Plattformen,
z.B. Lockbit.
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2022-Q2: Systematische Angriffe auf
Regierungsorganisationen

> “State-Backed Hacker Believed to Be
Behind Follina Attacks on EU and US”

e

>  Wir mussen davon ausgehen, dass
samtliche Regierungsorganisationen in
Europa hochfrequentierte Ziele von
systematischen Cyber-Angriffen sind.

> Damit sich der Fall Karnten (5 Mio
Euro) im Kanton Luzern nicht

| wiederholt, miissen wir konsequent

I handein!

|

Erpresser-Bande «BlackCat»
macht Drohung wahr und le-
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z Zwar kein Happy End im Fall
z Karnten, aber:
B

Kein Losegeld fur BlackCat

Die Hackergruppe BlackCat hatte sich zu der Cyberattacke auf die

Landesregierung Karnten bekannt, bei der sie nach eigenen Angaben
Daten gestohlen und verschlisselt habe.

Die Hacker forderten flnf Millionen Euro in Bitcoin. Erst dann wirde die
dsterreichische Landesregierung eine Software zur Entschllisselung der
Daten bekommen.

ORF hatte Ende Mai berichtet, das Land Karnten wolle kein L&segeld

bezahlen, da es zum einen Keine Beweise daflir gebe, dass tatsachlich
Daten gestohlen wurden, und zum anderen, weil sdmtliche Daten mit
Backups gesichert wurden. Seitdem seien von insgesamt 137 betroffenen
Dienstleistungen 116 wiederhergestellt worden und Kaiser wiederholte: Den

~LUZ

Hackern werde kein Losegeld gezahit.
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Sewe Jiivcher Jritung

lackerangri bstoffpipeline

Fallbeispiel: e s e e
RANSOMWARE-ANGRIFF AUF DEN

ENERGIEVERSORGER COLONIAL
PIPELINE
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Was ist passiert?

One Stolen Password Took Down
The Colonial Pipeline — Is Your

Business Next? it you didn't think password security was important before, there's no way to turn
@ bavid Endler forbes councii-d Dlind eve to recent events. The head of Colonial Pipeline told Congress that

:A?ccTrdTngT to ] M_anﬁie;lt?wgici worked with Colonial P_ipain_e l;os?—b?ee::hi the |
jVPN login belonged to an employee believed to be inactive. The firm noted that I

lthe employee "may have used" the password on a different website that was :

:previousl}' compromised, costing the company $2 million in ransom alone and |

T T . o . . . . I
petting off one of the biggest supply chain crises in recent history.
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Much of the information coming out of the hearing was previously known due to a separate Senate hearing
Tuesday and press conference Monday that together contained several major revelations, including the
announcement that the $4.4 million ransom Colonial paid to ransomware gang DarkSide was partially

recovered thanks to an FBI operation. However, a few insights from the hearing added new context to the

high-profile attack.

I Carmakal said near the beginning of the hearing

OMMITTEE ON HOMELAND SECURITY

I that the VPN login, which remains the earliest I

known compromise in the attack, was an employeel
login that wasn't believed to still be active. He
I added that the employee "may have used" the

I password on another website that was

compromised prior. I
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After Thompson asked for clarification, Carmakal
@ Charles Carmakal, senior vice president and CTO

at Mandiant, discusses last month's ransomware
attack at Tuesday's House Committee on website at some point in time" and was a "relatively

said the password "had been used on a different

Homeland Security hearing. complex password in terms of length, special
characters and case set." It is not currently known

how the VPN username was obtained.

I-CarmakaJ added that the credentials have been removed and multi-factor authentication has been
Iimplemented as part of the recovery. Mandiant was called in May 7 (the day of the attack) to investigate afid I
L] L] L L] L _— L] —_— L] L] _— L] [ ]
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«The Aftermath» von CP:
Auch kein Happy End

THOMSON REUTERS

Following the crypto breadcrumbs

On June 7, the DOJ recovered some $2.3 million in cryptocurrency ransom paid by Colonial
Pipeline, cracking down on hackers who had launched the most disruptive U.S. cyberattack
on record. On May 19, Colonial Pipeline's CEO acknowledged to the media that his company
I had paid a $4.4 million ransom to hackers as executives were unsure how badly its systems
were breached or how long it would take to restore the pipeline.

ransom funds highlights traceability
of cryptocurrency, experts say

Brett Wolf Regulatory Intelligence u to hackers shows that cryptocurrency may not be that untraceable

The Justice Department's seizure of ransom paid by Colonial Pipeline

after all

23 Jun 2021

m The recent seizure by the U.S. Department of Justice (DOJ) of millions of dollars-worth of

E cryptocurrency linked to the ransomware attack on the Colonial Pipeline Co. and its
subsequent ransom payment in May demonstrated the inherent traceability of
cryptocurrencies and the potential for recent law enforcement successes to push criminals

~LUZERN

to alter their money laundering tactics, experts said.
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AUSBLICK: WAS KOMMT ALS
NACHSTES?
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Was kommt als Nachstes?

A new variation of Exmatter, a popular exfiltration tool used by ransomware affiliate
groups, corrupts system files after stealing them, rather than just encrypting them. This
way, attackers can bypass security tools, retaining bargaining power since they have the

only copy, and ransomware code flaws can't be used to build decryption tools.
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> Ransomware V3 mit drei neuen Elgenschaften'

1. Security Tools (z.B. Antivirus-Programme)
werden ausgehebelt

2. Ransomware Gangs haben die einzige Kopie
— Verhandlungsvorteil!

3. Es ist nicht mehr méglich, Entschliisselungs-
Tools zu bauen. OIS
Quelle: [nfosceudiv LLIL) Dienststelle Informatik il‘lforma'l'i k.IU.Ch
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FRAGEN & ANTWORTEN
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Vielen Dank fiir Ihre Aufmerksamkeit!
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